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SLA и действия
	Ситуация
	Действие
	SLA

	High алерт
	Подтвердить/снять, комментарий, эскалация
	до 15 минут

	Ошибка backup test
	Перезапуск + проверка действий
	до 30 минут

	Ошибка mobile smoke
	Сохранить, проверить readiness
	до 30 минут

	UI не отвечает
	Ctrl+F5, вход заново
	до 10 минут


Чеклист передачи смены
Обработаны high-алерты
Проверен статус теста восстановления
Проверены mobile/content readiness
Выгружен отчет при отклонениях
Передан комментарий следующей смене
Выполнен выход из системы
Подписи передачи смены
Сдающий смену: ____________________
Принимающий смену: ____________________
Время передачи: ____________________
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2026-02-25T11:18:44.091600+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T09:30:54.276864+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T09:04:52.475367+00:00 admin_ui_login ‘admin_password_login admin_console
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2026-02-25T08:25:23.033447+00:00 admin_ui_login ‘admin_password_login admin_console
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TecT BocCTaHOBNEHMR eute He 3anycKancs
3anycKOB: 0, yCnewkbIX 3aMyCKOB MoKa HeT
Tpexn: k=0, OLIMGOK=0, NPOLIEHT YCMIEXa=HET AaHHHIX

Nposepka cratye 3uauenue Pexomenpaums
JWT secret ok configured  3amMeHuTs JWT_SECRET Ha yHUK/IbHIi 1 XpaHWTL TONKO B CEKPETaX OKpYKEHUS
Admin bootstrap secret ggﬁzﬁ: . default CMeHnTs ADMIN_BOOTSTRAP_SECRET 1 OTpaHUu#Th UCMO/Ib30BaHIe TONIbKO Ha bootstrap
Admin Ul norum/napons ggﬁzﬁ: - default HacTpouTs ADMIN_UI_LOGIN/ADMIN_UI_PASSWORD ¥ 3aMeHUTb Napo/ib Mo yMOSIaHMio
R 5 Tpebyer o .

SMS provider credentials g missing  3anonuT, SMS_PROVIDER_URL it SMS_PROVIDER_TOKEN ans production OTP

. . Tpebyer o . . .
Payment provider credentials  [PEOYET missing  MOAKMIOUNTS MAHAMYM oAWK production payment provider credential set
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Webhook secrets g default  CmenuTs WEBHOOK_SECRET_* 3HA4€HUS Ha YHUKA/IbHBIE CEKPETI
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lerts workflow schedule g missing  [o6asuTs schedule B auth-sync-ci AnA perynspHoi MPOBEPKY U PaHHETo AETEKTa cBoes
Alerts delivery channel lﬁﬁ?ﬂ . missing  3anonHuTs ALERTS_CHANNEL TARGET (email/slack/telegram webhook) u sakpenwTs on-call
5 . 5 Tpebyer . MoanepxusaTs run_payment_maintenance u cleanup_webhook_storage 41 onepauvonHoi
Maintenance scripts baseline  TPEOYET incomplete [IORAEPME™
Tpebyer . "
Backup restore dry-run status  [PEOYET never-run  3anycTuTs /admin/security/backup-dry-run/run u fo6uTsCs cTaTyca ok
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Mobiiciontoaning S oK =0 cT never-run  MoAAEPKYUBATL yCnewHbiii onboarding smoke MMM pas & 7 AHedt
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PoTaums Bootstrap endpoint
bootstrap Hyxrio  OBrosuTe ADMIN BOOTSTRAP_SECRET & .env  orpannnTe Security owner  24h  MCO/Ib30BaTh TOMbKO MY
cexpera A B o P NepBIHOR MHULMaAM3aLM
PoTauws napons  Hyxto O6to8uTS ADMIN_UI_LOGIN/ADMIN_UI PASSWORD & .env u Security owner  24n HE UCTons308aTe napons no
aOMMH-TaHenW  cAenaTs  mepesanycTuTs backend koHTeiHep yMondaruio admin123
Mposepka MposepyTs Hanmuve caexux snapshot 8
backup- e Jroot/synapse/content_packs 1 NPOTECTUPOBATH BOCCTaHOBNEHNE B SRE 7q  fexomenayerca jneekiyjrestore)
apTeqakTos A staging ry-
OumcTa webhook HyxHo ; . y 3anyckaTs perynspHo no
e 0. Python -m app.scripts.cleanup_webhook storage Payments on-call 3d  JaT¥eK
Nnatextoe HyxHo ; . ; y Mposepss webhook dead
e e oo python -m app.scripts.run_payment_maintenance Payments on-call 1d  [IPCBEPATE webhook d
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anepThi caenats  cGou B KaHan anepToB channel (email/slack/telegram)
Kanan goctasku  HyxHo HacTponTs ALERTS_CHANNEL TARGET & .env u nposepuTs, Security owner  24n KaHan nomxen GoiTs npusasan
anepros CAenats  RocTasky TecTOBOrO anepTa « on-call aexypcTay
; - CHATL BUACO-AOKA3ATENLCTBO
Mobile HyxHo MpoBepuTs first-run Ha ycTpoficTse: Bbi60p ponut -> OTP sync -> ' "
) ; Mobile owner  24h onboarding flow Ha TecToBoM
onboarding smoke cgenaTs  nepexo 8 MainTabs Gl
’ ) Y6eanTues, 4To app-apks
APK demo HyxHo cd /root/synapse/mobile && npm run apk:preflight && npm run RLiTo[op
LR IR SWERER Release owner  3d  CopepXWT caexmi demo APK
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et cd root/synapse/backend && Nocne Mnopra nposepuTs
ST BT CONTENT._PACKS_DIR=/root/synapse/content_packs Content owner  24h /content/sections/* u smoke
P A ./venv/bin/python -m app.scripts.import_content_packs MOBUAIbHOr O first-run
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Pe3ynbTaT onepauui

“adnin_console”,
“owner”,
“accessToken" :

yIhbGc10iITUZI INS TSTNRSCCIGTKPXVCI9. eyJ2dWI 101 IhZ61pb19]b252b2x\ TiwidHIWZST6 InF jY2Vzcy s ImpoaST6 Imi3M NhYWUOZBhODY 1ZTBhZTIZDBhMDGyMDVhZGF Tiwi ZXhwIj 0XNzCyMDIWMTIOLCIPYXQi0] E3NZTWMTgZMj Qs InNpZC T6 ImMSNWN 0D LmOWImOGME O TM2MD TONDE2NE 1Y 2U 1HMWY XTiwi cn9sZST6 In93bmVyIne . 9VnekhD - 2T6FuoTrd9pl YIZVFDAI2quOmZkZ7hwrogu” ,
“accessTokenExpiresAt": "2026-02-25T11:48:44.091466+00:00" ,

“refreshToken": *ref z4yalpCESFSxMH40a0WfZKRORywsIXLwedVP3bFrilm",

“refreshTokenExpiresAt": "2626-3-27T11:18:44.091448+00:00"
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telemetry:write_self HacTpOiiKky HacTpoiKk HaCTpoiK HaCTpOiKY HacTpOK

Ectb poctyn EcTb poctyn EcTb AocTyn EcTs mocTyn Ectb poctyn

Mo ymonsarmio: fla Mo ymonsakmio: fla Mo ymonsanmio: fla Mo ymonsanmio: fla Mo ymonsarmio: fla
user:profile_self Pyuwan: HeT pysHoR Pyswan: HeT pysHom Pysas: HeT pysHon PysHas: HeT pysHon Pystan: HeT pysHol
user:profile_self HacTpoiKk HacTpoiKk HaCTpoiK HaCTpOiKY HacTpOK

Ectb poctyn EcTb poctyn EcTb AocTyn EcTs mocTyn Ectb poctyn

Mo ymonsarmio: fla Mo ymonsakmio: fla Mo ymonsanmio: fla Mo ymonsanmio: fla Mo ymonsarmio: fla
user:read_self Pyuwan: HeT pysHoR Pyswan: HeT pysHom Pysas: HeT pysHon PysHas: HeT pysHon Pystan: HeT pysHol
user:read_self HacTpoiKk HacTpoiKk HaCTpoiK HaCTpOiKY HacTpOK

Ectb poctyn EcTb poctyn EcTb AocTyn EcTs mocTyn Ectb poctyn

Mo ymonsarmio: fla Mo ymonsakmio: fla Mo ymonsanmio: fla Mo ymonsanmio: fla Mo ymonsarmio: fla
user:sync_self Pyuwan: HeT pysHoR Pyswan: HeT pysHom Pysas: HeT pysHon PysHas: HeT pysHon Pystan: HeT pysHol
user:sync_self HacTpoiKk HacTpoiKk HaCTpoiK HaCTpOiKY HacTpOK

Ectb poctyn EcTb poctyn EcTb AocTyn EcTs mocTyn Ectb poctyn

XKypHan

SunLTp action O6HoBHTE XypHan Cxauate Tabnuuy C

| >ypHan obHosnen |

Crpaniua 1, snemenTos: 6
Hasan Bnepen UL

Korma Kro Reitctane Komy

2026-02-25T11:18:44.091600+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T09:30:54.276864+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T09:04:52.475367+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T09:04:46.082806+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T08:54:29.389644+00:00 admin_ui_login ‘admin_password_login admin_console
2026-02-25T08:25:23.033447+00:00 admin_ui_login ‘admin_password_login admin_console

Be3onacHocTh: 6a3oBble NPOBEpPKU

Nposepwre o Yrpentmi uex Muumpent-nposepka PIROORO e 3anycTuTs TecT BoceT V-
6esonacHocts neicTeun - o — BLIKAIOYeHO S

Bunonuurs neicrame
nposepku
BoCCTaHOBREHUS

Nocneasne 24 vaca - [T— CopocuT. dunerpu @opuar: jsON . fomn e

Oxupaet suirpyski

CocTosmue TecTa BoccTaHoBNHUS
obHoneHO

/dd/yyyy, - -- 8 mn/dd/yyyy,

‘ Burpyska: sce 3anucn v

OxwnaeT Komana neXypcTea
Mposepok npoiineHo: 5 us 23

AnepTos: 1 | Mpocposien ycnewnsii restore dry-run (missing)

[oTOBHOCTS MOBULHOTO KOHTYPa: yellow, posepka: He 3anyckanack, SLATd: npocposeHo

[oTOBHOCTS 3arpy3Kky KokTenTa: yellow, nakos=3, sanmakLx JSON=3, owMoK pa36opa=0, latest=2026-02-19T20:15:36.664544+00:00

S — o | Kommerapnit nposepxi mobunss | RS SL CoxpanwTs pesynstar ToToBHOCTS 3arpyskm
[T pui nposep xouTypa nposepku KoHTenTa

OxupaeT nposepky

backup_dry_run_sla Koumenapi noaTeepx ks | | MoaTsepwaenwe:ace  v| | Kpurwmocrs: sce v
[ ——— [ — ("Aneprs ooaness )

Koa KPMTHYHOCT  Onucanue Ccratyc Moatsepaun  Koraa noATsepXaeHo

backup_dry_run_sla  high Mpocposen ycnewsi restore dry-run Tpebyer peakumt - -

TecT BocCTaHOBNEHMR eute He 3anycKancs
3anycKOB: 0, yCnewkbIX 3aMyCKOB MoKa HeT
Tpexn: k=0, OLIMGOK=0, NPOLIEHT YCMIEXa=HET AaHHHIX

Nposepka cratye 3uauenue Pexomenpaums
JWT secret ok configured  3amMeHuTs JWT_SECRET Ha yHUK/IbHIi 1 XpaHWTL TONKO B CEKPETaX OKpYKEHUS
Admin bootstrap secret ggﬁzﬁ: . default CMeHnTs ADMIN_BOOTSTRAP_SECRET 1 OTpaHUu#Th UCMO/Ib30BaHIe TONIbKO Ha bootstrap
Admin Ul norum/napons ggﬁzﬁ: - default HacTpouTs ADMIN_UI_LOGIN/ADMIN_UI_PASSWORD ¥ 3aMeHUTb Napo/ib Mo yMOSIaHMio
R 5 Tpebyer o .

SMS provider credentials g missing  3anonuT, SMS_PROVIDER_URL it SMS_PROVIDER_TOKEN ans production OTP

. . Tpebyer o . . .
Payment provider credentials  [PEOYET missing  MOAKMIOUNTS MAHAMYM oAWK production payment provider credential set

Tpebyer
Webhook secrets g default  CmenuTs WEBHOOK_SECRET_* 3HA4€HUS Ha YHUKA/IbHBIE CEKPETI
State file ok exists MposepuTs backup/restore AN USer_State.jSon W OrPaHAYMTE AOCTYN N0 Npasam
. 5 Tpebyer o Y6eauTses, 4To backup/snapshot apTeakTsl perynspHo nonanaioT &

R pareEndeEty BHUMAHNS missing - root/synapse/content_packs

. Tpebyer -
Alerts/Cl baseline workflow . missing  Moanepxusats workflow c health/tests check v anepTuHr Kananom
o Tpebyer - . .

lerts workflow schedule g missing  [o6asuTs schedule B auth-sync-ci AnA perynspHoi MPOBEPKY U PaHHETo AETEKTa cBoes
Alerts delivery channel lﬁﬁ?ﬂ . missing  3anonHuTs ALERTS_CHANNEL TARGET (email/slack/telegram webhook) u sakpenwTs on-call
5 . 5 Tpebyer . MoanepxusaTs run_payment_maintenance u cleanup_webhook_storage 41 onepauvonHoi
Maintenance scripts baseline  TPEOYET incomplete [IORAEPME™
Tpebyer . "
Backup restore dry-run status  [PEOYET never-run  3anycTuTs /admin/security/backup-dry-run/run u fo6uTsCs cTaTyca ok
Backup restore last success SLA  Tpebyer - . . .
fosiesi g missing  MoAREPKYBATL yCNewHbif restore dry-run MAHWMYM pas & 7 AHeit
Mobile root workspace lﬁﬁ?ﬂ . missing  MomaepxmsaTk /root/synapse/mobile B aKTyasbHOM COCTosHMM A first-run/onboarding Tpeka
§ . iring  TPEGyeT - posepuTs OnboardingRoleScreen w initialRouteName onboardingDone/MainTabs &
Mobile onboarding route wiring  TPEOYET missing Qo ator
. Tpebyer o e "

Mobile first-run content sync ~ [PEOYET missing  MposepuTs contentUpdateService: packs/index fetch + content_meta upsert
Mobile APK demo readiness lﬁﬁ?ﬂ . incomplete MopaepxwsaTs demo-apk profile 8 eas.json 1 npm scripts apk:preflight/apk:build:demo
Content ingestion packs oK 3 MpoBepuTS, 4T0 B content_packs nexat *_pack_*json qaiinsi
availability > —pack_*.
Content ingestion JSON validity ~ OK ok VcnpasuTs GuTsie content pack JSON nepe umMnopTom
Content seed token configured  OK configured  3anonkuTs CONTENT_SEED_TOKEN Ans 3aluuuierHoro /content/seed
Mobile onboarding smoke Tpebyer neverrun  330VKCUpOBaTs smoke-run yepes fadmin/security/mobile-onboarding/smoke noce pysHoii
evidence BHUMAHNS nposepku first-run flow

Mobiiciontoaning S oK =0 cT never-run  MoAAEPKYUBATL yCnewHbiii onboarding smoke MMM pas & 7 AHedt

(<=7d) BHUMaHWA
Nposepxa cratye axr
Deiicrane FoTosHocTs  Komarma/uwar OTBeTcTReHHbIA SLA Mpumesanie
Mocne cmersi cekpeta
PoTaums JWT ok O6HOBUTS JWT_SECRET & .env 1 nepesanycTuTs backend iG] B )
cexpera KoHTedHep = e
PoTaums Bootstrap endpoint
bootstrap Hyxrio  OBrosuTe ADMIN BOOTSTRAP_SECRET & .env  orpannnTe Security owner  24h  MCO/Ib30BaTh TOMbKO MY
cexpera A B o P NepBIHOR MHULMaAM3aLM
PoTauws napons  Hyxto O6to8uTS ADMIN_UI_LOGIN/ADMIN_UI PASSWORD & .env u Security owner  24n HE UCTons308aTe napons no
aOMMH-TaHenW  cAenaTs  mepesanycTuTs backend koHTeiHep yMondaruio admin123
Mposepka MposepyTs Hanmuve caexux snapshot 8
backup- e Jroot/synapse/content_packs 1 NPOTECTUPOBATH BOCCTaHOBNEHNE B SRE 7q  fexomenayerca jneekiyjrestore)
apTeqakTos A staging ry-
OumcTa webhook HyxHo ; . y 3anyckaTs perynspHo no
e 0. Python -m app.scripts.cleanup_webhook storage Payments on-call 3d  JaT¥eK
Nnatextoe HyxHo ; . ; y Mposepss webhook dead
e e oo python -m app.scripts.run_payment_maintenance Payments on-call 1d  [IPCBEPATE webhook d
Clbaseline u HyxHo NpoBepuTs, “To Workflow auth-sync-ci 3anyCKaETCs W PenopTHT  pyec o flo6aBuTe integration alert
anepThi caenats  cGou B KaHan anepToB channel (email/slack/telegram)
Kanan goctasku  HyxHo HacTponTs ALERTS_CHANNEL TARGET & .env u nposepuTs, Security owner  24n KaHan nomxen GoiTs npusasan
anepros CAenats  RocTasky TecTOBOrO anepTa « on-call aexypcTay
; - CHATL BUACO-AOKA3ATENLCTBO
Mobile HyxHo MpoBepuTs first-run Ha ycTpoficTse: Bbi60p ponut -> OTP sync -> ' "
) ; Mobile owner  24h onboarding flow Ha TecToBoM
onboarding smoke cgenaTs  nepexo 8 MainTabs Gl
’ ) Y6eanTues, 4To app-apks
APK demo HyxHo cd /root/synapse/mobile && npm run apk:preflight && npm run RLiTo[op
LR IR SWERER Release owner  3d  CopepXWT caexmi demo APK
apredaxT
et cd root/synapse/backend && Nocne Mnopra nposepuTs
ST BT CONTENT._PACKS_DIR=/root/synapse/content_packs Content owner  24h /content/sections/* u smoke
P A ./venv/bin/python -m app.scripts.import_content_packs MOBUAIbHOr O first-run
3asepuieno cratye Oumbka

Pe3ynbTaT onepauui

“adnin_console”,
“owner”,
“accessToken" :

yIhbGc10iITUZI INS TSTNRSCCIGTKPXVCI9. eyJ2dWI 101 IhZ61pb19]b252b2x\ TiwidHIWZST6 InF jY2Vzcy s ImpoaST6 Imi3M NhYWUOZBhODY 1ZTBhZTIZDBhMDGyMDVhZGF Tiwi ZXhwIj 0XNzCyMDIWMTIOLCIPYXQi0] E3NZTWMTgZMj Qs InNpZC T6 ImMSNWN 0D LmOWImOGME O TM2MD TONDE2NE 1Y 2U 1HMWY XTiwi cn9sZST6 In93bmVyIne . 9VnekhD - 2T6FuoTrd9pl YIZVFDAI2quOmZkZ7hwrogu” ,
“accessTokenExpiresAt": "2026-02-25T11:48:44.091466+00:00" ,

“refreshToken": *ref z4yalpCESFSxMH40a0WfZKRORywsIXLwedVP3bFrilm",

“refreshTokenExpiresAt": "2626-3-27T11:18:44.091448+00:00"
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WUHCTpYKLMA agMUHUCTpPaTopa (v2)

KPaTKas OMepaUvoHHan NaMaTKa ¢ SLA U HEK/UCTOM Nepeaatint CMeHs

Tunoeble oIMGKM U SLA peakuuu YekNUCT nepenayu CMeHbl

Uenesoe () oBpaboTans: sce high-anepTsi
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10 15 MunyT O6HoBAeHb! mobile/content readiness

BbirpyXeH JSON/CSV 0TUeT NPy OTKNOHEHMSX
NposaneH TecT

BOCCTaHOBNEHUS

3anyCcTUTB TeCT NOBTOPHO, NPOBEPUTL

npakTuYeckue AeiicTBuA U SLA A0 30 MMHYT

Mepenan KommeHTapuii CneyloLLemy.
anMuHMCTpaTOpy

C60ih MOGUALHOTO
smoke

CoxpauTs pesynbTaT, nposepuTs mobile
readiness u KOHTEHT

[m]
[m]
[m]

10 30 MuHYT BLINOSIHEH BLIXOZ U3 CUCTEMbI

KHOMKa/3KpaH He
pearvpyet

Ctrl+F5, NOBTOPHSI BX04, NpoBEpKa
runbook-cTaTycos

CxauaTs TXTv2 | Printable one-page E—

20 10 MuHyT

Ckauatb Word v2

telemetry:write_self ‘HacTpomKit
EcTs mocTyn

Mo ymonvanwio: fla

HacTPOMKN
EcTs goctyn

Mo ymonsakuio: fla

HacTpOMKN
Ectb poctyn

Mo ymonsaruio: fla

‘HacTpoMK#
EcTe poctyn

‘HacTpowku
EcTe aoctyn

Mo ymonsarmio: fla Mo ymonsasmo: fla

user:profile_self Pysas: HeT pyuHoit Pysnas: HeT pyuHoit Pyunas: Het pyuHoit Pyunan: Het pyuHoit Pysnas: HeT pyuHoit
user:profile_self HacTpoku HacTpoRK HacTpoitkn HacTpoikn HacTpoiku
EcTe poctyn EcTb poctyn EcTb pocTyn EcTb poctyn EcTb poctyn

Mo ymonvanwio: fla Mo ymonsasmo: fia Mo ymonsaumo: fla Mo ymonsarmio: fla Mo ymonvanuio: fla

user:read_self Pysas: HeT pyuHoit Pysnas: HeT pyuHoit Pyunas: Het pyuHoit Pyunan: Het pyuHoit Pysnas: HeT pyuHoit
user:read_self HacTpoku HacTpoRK HacTpoitkn HacTpoikn HacTpoiku
EcTe poctyn EcTb poctyn EcTb pocTyn EcTb poctyn EcTb poctyn

Mo ymonvanwio: fla Mo ymonsasmo: fia Mo ymonsaumo: fla Mo ymonsarmio: fla Mo ymonvanuio: fla

user:sync_self PyuHas: HeT pyuoit Pyunas: HeT pyuHoit Pyunas: HeT pyuHoit Pyunasn: HeT pyuHoi PyuHas: HeT pyuoit
userisync_salt HacTpoian HacTpofiKu HacTpoiiKt wacTpomn nacTponn
EcTb Aoctyn EcTb poctyn EcTb poctyn EcTb poctyn EcTb Aoctyn
XKypHan
[ >xypHan obHoanen |
—— Crpanniia 1. snementos: 6
Korpa Ko DeicTene Komy

2026-02-25T11:18:44.091600+00:00 admin_ui_login ‘admin_password_login admin_console

2026-02-25T09:

:54.276864+00:00 admin_ui_login ‘admin_password_login ‘admin_console

2026-02-25T09:04:52.475367+00:00 admin_ui_login ‘admin_password_login admin_console

2026-02-25T09:04:46.082806-+00:00 admin_ui_login ‘admin_password_login admin_console

2026-02-25T08:54:29.389644-+00:00 admin_ui_login ‘admin_password_login admin_console

2026-02-25T08::

:23.033447+00:00 admin_ui_login ‘admin_password_login ‘admin_console

Be3sonacHocTb: 6a3oBble NpoBepku

Ty YTpennui 4 MHumaeHT-nposepka
nedcTaus pe uuAeHT-NpoBEpK:

CocTosmue TecTa BoccTaHoBNHUS

_Nposepurs

o e 3anycTuTs Tect BoceT

BuinonuuTe nedcTaue

m Burpysca:scesanucn v mn/dd/yyyy, --i-- -- O
BOCCTaHOBNEHUS CLIETED
flocrene 28 eea ) fopueT iSO ¥

Oxupaet suirpyski

OxwnaeT Komana neXypcTea
Mposepok npoiineHo: 5 s 23

AnepTos: 1 | Mpocposien ycnewnsii restore dry-run (missing)

[oTOBHOCTS MOBULHOTO KOHTYPa: yellow, posepka: He 3anyckanack, SLATd: npocposeHo

T0TOBHOCTS 3arpy3KU KokTexTa: yellow, Nakos=3, 8annakLX JSON=3, owmBOK pa36opa=0, latest=2026-02-19T20:

:36.664544+00:00

TOTOBHOCTE MOBHALHOIO

XpaHMTE pesyneTaT

. ; FoTosnocTs 3arpyaxu
Mposepra: ycnewro | | KommenTapui nposepku mowrr = e spina
Oxwngaet nposepkn
backup_dry_run_sla Koumenrapi noaTacpx ek || MoATsepwgedme:sce v | KpuTwocTs:sce v

AnepTe ofHoBeHS!

Koa KPMTHYHOCT  Onucanue

high

Moatsepaun  Koraa noaTsepxaeHo

backup_dry_run_sla Mpocposen ycnewsi restore dry-run Tpebyer peakunn

TecT BoccTaHoBNeHMA elle He 3anyckanca
3anyckos: 0, ycrewHsIx 3aNyCKos Noka HeT

3uauenne PexoMenmaums

configured  3aMeHUT JWT_SECRET Ha YHUKaNsHbIi 1 XDAHUTL TOIKO B CEKPETaX OKPYKEHUS:

Admin bootstrap secret Ig:z’;f‘;n default CMeHnTs ADMIN_BOOTSTRAP_SECRET 1 OTpaHUu#Th UCMO/Ib30BaHIe TONIbKO Ha bootstrap
Admin Ul norum/napons Ig:z’;f‘;n default HacTpouTs ADMIN_UI_LOGIN/ADMIN_UI_PASSWORD ¥ 3aMeHUTb Napo/ib Mo yMOSIaHMio
SMS provider credentials. Ig:z’;f‘;n missing  3anonHMTL SMS_PROVIDER_URL 1 SMS_PROVIDER_TOKEN ans production OTP.
. . Tpe6yer - . . .
Payment provider credentials  [PEOYET missing  MOAKMIOUNTS MAHAMYM oAWK production payment provider credential set
Tpebyer
Webhook secrets g default  CmenuTs WEBHOOK_SECRET_* 3HA4€HUS Ha YHUKA/IbHBIE CEKPETI
State file ok exists MposepuTs backup/restore AN USer_State.jSon W OrPaHAYMTE AOCTYN N0 Npasam
. 5 Tpebyer - Y6enuTsea, 4To backup/snapshot apTeaKTi perynispHo nonaaaioT &
Backuplasiifact=ldkectaty BHUMaHMs MisSINGroot/synapse/content_packs
P Tpebyer o
Alerts/Cl baseline workflow g missing  Moanepxusats workflow ¢ health/tests check u anepTuHr kaxanom
Alerts workflow schedule Ig:%?:un missing  [lo6asuTh schedule B auth-sync-ci NSt pery/spHoii NPOBEPKA 1 PaHHETO AETeKTa C60es
Alerts delivery channel Ig:%?:un missing  3anonHuTL ALERTS_CHANNEL_TARGET (email/slack/telegram webhook) u sakpenwTs on-call
. . 5 Tpebyer s MoanepxusaTs run_payment_maintenance u cleanup_webhook_storage 41 onepauvonHoi
Maintenance scripts baseline  TPEOYET incomplete [IORAEPME™
i Tpebyer . "
ackup restore dry-run status  [PEOYET never-run  3anycTuTs /admin/security/backup-dry-run/run u goBuTscs cratyca ok
Backup restore last success SLA  Tpebyer s . . .
fosiesl g missing  MoAREPKYBATL yCNewHbif restore dry-run MAHWMYM pas & 7 AHeit
Mobile root workspace. e missing  MoasepkusaTs /root/synapse/mobile & aKTyansHOM CocTosHUM Ans first-run/onboarding Tpeka
. : iring  TPEGyeT s posepuTs OnboardingRoleScreen w initialRouteName onboardingDone/MainTabs &
Mobile onboarding route wiring  TPEOYET missing Qo ator
Mobile first-run content sync Ig:%?:un missing  MposepyTs contentUpdateService: packs/index fetch + content_meta upsert
jLpctyEy i I d k profil j i k:preflight/apk:build:d
g incomplete Moaaepxusats demo-apk profile & eas.json v npm scripts apk:preflight/apk:build:demo
Content ingestion packs P .
Svaiabiity ok 3 MpoBepuTS, 4TO B content_packs nexar *_pack_*.json daiisi
Content ingestion JSON validity ~ OK ok VcnpasuTs GuTsie content pack JSON nepes umMnopTom
Content seed token configured  OK configured  3anonkuTs CONTENT_SEED_TOKEN Ans 3aluuuierHoro /content/seed
Mobile onboarding smoke Tpebyer -run  330WKCUpOBaTH smoke-run yepes /admin/security/mobile-onboarding/smoke nocne pysHoii
evidence BHUMAHNS neves nposepku first-run flow
((7”)"""“"""9 smokeSLA  Tpebyer | never-run  MoaaepXusaTs ycnelwHsii onboarding smoke MUHUMYM a3 B 7 AHeR
Nposepka cratye @akt
Reictene FotosHocTs  Komawpa/war OTsetcTBeHHEIA SLA MpuMeuanue
MNocne cmensl cekpea
PoTauus JWT a O6HoBWTS JWT_SECRET 5 .env u nepesanycTuTs backend Backend on-call  24h Morpeyerca nepomora
cekpeta KoHTeRHep nonb3oBaTened
PoTauvs Bootstrap endpoint
bootstrap e OB A B0 TS TRAP _SECRET B NV u orpanuTe Security owner  24h MCOAL30BaTH TOALKO NPU
cexpeta = (s FEIREET RS NEPBIHON MHALMANM3ALMN
PoTaums napons  Hyxho OBHOBUTS ADMIN_UI_LOGIN/ADMIN_UI_PASSWORD & .env i Security owner  24n HE ¥cronk30sate napons no
agmuH-nakenw  caenath nepesanycTuTs backend KoHTeRHep yMonsanmio admin123
Nposepka NpoBepUTS Hanuuve CBexwx snapshot &
backup- e Iroot/synapse/content_packs 1 NPOTECTUPOBATh BOCCTAHOBNEHUE B SRE 7q  fexomenayerca jneekiyjrestore)
apTeqakTos A staging ry-
Ounctka webhook  HyxHo . R g 3anyckars perynsipHo no
Sorsge D python -m app.scripts.cleanup_webhook_storage Payments on-call 3d STV
NnatexHoe HyxHo . R . g NposepsTs webhook dead
Oemyname  Caomars python -m app.scripts.run_payment_maintenance Payments on-call 1d  [IROSEPATL WeDhooK d
Ci baseline u HyxHo TlpoBepwTs, 4To Workflow auth-sync-ci 3anyCKaeTCA M penopTAT e [l06aBuTS integration alert
anepts caenats cGou & KaHan anepTos channel (email/slack/telegram)
Kawan goctaskn  HyxHo HacTpowTh ALERTS_CHANNEL_TARGET B .€nv u nposepuTs Security owner  24n Karan onxer Guimh npueszan
anepros caenats AOCTaBKY TECTOBO aepTa K on-call aexypcrsy
. CHATL BUACO-AOKa3aTENbCTBO
Mobile HyxHo MpoBepUTS first-run Ha yCTPOVCTBE: BHIGOP Pon > OTP Sync > .
onboarding smoke caenats nepexos 8 MainTabs obE= cume S 22 onboaring o e e
ycTpoiicTse
. . Y6eauTbes, 4To app-apks
APK demo HyxHo cd Jroot/synapse/mobile && npm run apk:preflight && npm run 2
pretigntbuild  cnenars bl deme Release owner  3d  coepxuT cBexXui demo APK
apregakT
PR cd Jroot/synapsejbackend && Nocne umnopra nposepuTs
ST BT CONTENT._PACKS_DIR=/root/synapse/content_packs. Contentowner  24h /content/sections/* n smoke
P A ./venv/bin/python -m app.scripts.import_content_packs MOBUAIbHOr O first-run
3asepuweno cratye Owmbka

Pe3ynbTaT onepauui

{

"status": 200,

body": {
“userId": “admin_console",
“role": “owner’
“accessToken"
“accessTokenExpiresAt": "2026-02-25T11:48:44.091466+00:00" ,
“refreshToken": *ref z4yalpCESFSxMH40a0WfZKRORywsIXLwedVP3bFrilm",
“refreshTokenExpiresAt": "2626-3-27T11:18:44.091448+00:00"

}

*eyIhbGCi0iITUZTIN TSTNRSCCIGTKPXVCIO. ey]zdWI101IhZG61pb19]b252b2x1 TiwidHLWZSI6 InF j Y2Vzcy s InpeasT6 mi3M NhYWUOZBhODY 1ZTBhZTInZDBhMDGyMDVhZGF | Tiwi ZXhwIj oxNzCyMDIWHTIOLCIpYXQi0] E3NZIWMTgZzM] Qs InNpZCT6 ImHSNWN 10D LnOWImOGHEOTM2MD TONDE2NE Y 2U 1HMWY XTiwi cn9sZST6 In93bmVyIn® . 9VnekhD - 2T6FuoTrd9pl YIZVFDA9I2quOmZkZ7hwrogu” ,
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